Chapter 9 – Internet Security

Overview

The Internet isn't just for serving static Web pages any more. In the business world, the Internet provides technology so that customer can 

· obtain product information 

· order products

· track their orders

· get help if the product fails
Beyond the typical Businesses to Consumer (B2C) business model, Business to Business (B2B) models are in place. Now, instead of using a leased phone line, you can connect directly with your vendors or suppliers through Virtual Private Networks (VPNs). 

You can purchase supplies through electronic markets rather than ordering from paper catalogs, or maybe you supply goods to those markets and provide an electronic catalog for your customers to order from. You also might be using the Internet to let traveling employees dial into your system.

So, where do you start? 

· First, you need to determine your level of risk tolerance. That is, how determined are you and to what lengths are you willing to go to prevent your system from being broken into? 

· Then, assume that someone has broken into your system. What damage could be done? 

Let's look at some of the issues you need to consider.

· What data is stored on the system that is accessible to the Internet? 

· If the data is highly confidential (e.g., business data that your competitors would like to get their hands on), sensitive (e.g., credit card numbers), or private (e.g., patient medical records), your risk tolerance will be lower than it would be if your system is only serving static Web pages about your products. 

· You can easily restore such pages should someone break in and delete them.

· How dependent are you on the system that is accessible to the Internet? 

· Does that system need to be available 24x7?

·  Some businesses, such as Amazon.com, do business only on the Web. If Amazon.com's Web site is down, the business is, in effect, closed.

Corporate Security Policy

You need to update your corporate security policy to take into account your use of Internet technology. Don't skip this step! If you don't update your policy to consider Internet technology before you deploy the technology, soon, when you want to expand your use of the Internet, you won't know how it fits into your corporate policy. 

To formulate your policy, you need to decide how you're going to deploy Internet technology throughout your network and what your network configuration must include. You also need to form a policy about appropriate use of the Internet by employees. Put the policy, along with the consequences of noncompliance, in writing and communicate it throughout your enterprise. Here are some of the topics you need to address.

· Where are you going to deploy firewall technology?

· What TCP/IP applications are required?

· Are you going to allow downloads from or uploads to your Web site?

· Does your Web site require real-time data from systems in your internal network? How are you going to implement the connection to your internal network?

· Will you let users connect to your system over the Internet? How are you going to protect that connection — VPN? Secure Sockets Layer (SSL)?

· Are you going to monitor the Web sites your users visit? For example, IBM monitors users' activity, but it doesn't filter Web sites. Unless employees access certain types of Web sites (e.g., pornographic sites) excessively, IBM takes no action, because it's easy for someone to land on an indecent Web site by following a link from a legitimate page. But maybe your organization would prefer to purchase software to prevent access to certain Web sites.

· What does the company want to do if pornographic material is found on users' workstations or if users repeatedly visit pornographic Web sites?

· Will you let users use corporate e-mail systems for personal messages?

· Will you let employees download code from the Internet?

· Are users allowed to run Java applets in browsers?

· How should employees handle suspected "social engineering" probes? Typically, someone calls an employee and pretends to be a fellow employee. The caller asks probing questions in search of inside secrets. Are your users aware of this practice? Encourage employees to verify the authenticity of the calls they receive before giving out information. Users also need to understand what constitutes sensitive information. What may seem like an innocent piece of information might be the piece of the puzzle a hacker needs to gain access to your network.
Internet Service Provider (ISP)

Your first layer of defense lies with your ISP. When choosing an ISP, you need to determine whether the service provider cares about security. Does the ISP have an emergency contact person you can call if you're under a denial-of-service or hacker attack? 

A cooperative ISP is priceless when you're trying to track down an intruder or discover who launched the denial-of-service attack. Another question to ask the ISP you're considering is whether it has a contingency plan and what that plan is. Also look into the services the ISP provides. 

Most ISPs will provide packet filtering or other firewall services. Some enterprises might want to control their own firewall configurations, but small organizations without firewall skills will need to rely on the ISP's expertise.
Firewalls

Most Internet-connected networks require firewall technology for security. Firewalls can perform a number of functions. The functions of basic firewalls include using network address translation (NAT) to hide your system's TCP/IP address from the rest of the Internet world (therefore protecting your system's identity) and filtering unwanted incoming and outgoing requests or IP packets. Firewalls can also monitor for attacks and take action if one is detected. Some firewalls now include VPN capabilities and virus scanners to scan incoming e-mail.

To determine where to implement firewall technology, you must take your network configuration into consideration. Figure 1 illustrates a dedicated AS/400 connected to an internal network. This is an example of a network configuration that uses a dedicated AS/400 as either a Web server or a commerce server for a company that hosts an online catalog and takes orders. To protect this production AS/400, you would put the firewall between the Web server or commerce server and your internal network. Depending on the number of users that need to access the Internet, a firewall appliance might be sufficient. Beyond that, you might need to buy a more traditional hardware firewall. You might also want to use IP packet filtering in either your router or your dedicated AS/400 to block unwanted IP traffic.
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The configuration in Figure 2 provides Internet access as well as production operations. An enterprise that uses this type of network configuration might have a VPN connection from the production AS/400 to suppliers over the Internet. Another configuration might have the production AS/400 doing double duty as an Internet Web server. Although doing Web serving and production work on the same server isn't as secure a configuration as having a separate Web server, some operations might have business reasons for choosing this configuration. In the case of a VPN connection, a router with IP packet filtering might meet your needs. However, if your production system also acts as a Web server, you probably want the services, such as proxy or SOCKS servers, found in traditional firewalls.
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AS/400 System Values

Although a firewall is your first line of defense when connecting your AS/400 to the Internet, a firewall alone won't protect you. Errors in firewall configuration can leave your system vulnerable. Also, hackers and crackers are always looking for new ways to penetrate firewalls or fool them into thinking that an intruder's requests are valid ones. 

You need to assume that, at some point, your firewall won't keep out intruders. What then? What's your next line of defense?

Setting the AS/400 system values listed in the table below the recommended settings is critical if you connect your AS/400 to the Internet. If you also need SNA connections to the AS/400, you'll want to also set the last three system values that appear in the table. To view recommendations for auditing your system and running the integrated security tools for this environment, use the Security Configuration Wizard available through Operations Navigator or the Security Advisor available via the Web (http://www.as400.ibm.com/ebusiness/security). If you implement the wizard's recommendations only to find them too restrictive, you can use the wizard to easily back out the changes you made.

Recommended Settings for Selected AS/400 System Values when connecting to the Internet  

System value
Recommended setting
Rationale

QSECURITY (Security Level)
50
This system value is the most important. It sets the tone of your system security. Because you don't want hackers to be able to subvert your operating system, you need the system integrity OS/400 provides at level 50.

QAUTOCFG (Automatic Device Configuration)
0 (No)
You don't want someone adding to your system devices that you didn't specifically authorize.

QAUTOVRT (Automatic Virtual Device Creation)
0 (None)
Turn this value on once to create the virtual devices you need. Then set QAUTOVRT to 0. If you allow unlimited virtual devices, a hacker can continuously attack your system by creating virtual devices until your system becomes overloaded with devices and crashes.

QALWOBJRST (Allow Restoring of Security-Sensitive Objects)
*NONE
Unless you're upgrading or applying PTFs, there is no reason to ever restore system-state programs to your system. Programs that adopt authority must be carefully monitored. Disallowing both types of programs from being restored helps you maintain your system's integrity. If business partner software requires you use a different value for QALWOBRST, be wary of that software.

QDEVRCYACN (Device Recovery Action)
*DSCMSG or *ENDJOB
*DSCMSG ensures that during device recovery on a communications line, users must sign on to the system to reconnect to their original job (instead of reconnecting automatically, perhaps to someone else's job).

QDSPSGNINF (Display User Sign-on Information)
1 (On)
This setting causes the system to display a screen after a user signs on. The screen displays the last date and time the user signed on, so the user can detect whether someone else (presumably an intruder) has used or tried to use the user's profile. It is especially important to use this system value for powerful profiles. Educate your users about what the information on the screen means and what to do if they suspect their profile has been "hacked."

QLMTDEVSSN (Limit Device Sessions)
1 (On)
This system value prevents a user profile, including an intruder who guesses or otherwise obtains a user profile, from signing on to more than one workstation simultaneously.

QLMTSECOFR (Limit Security Officer Access to Workstations)
1 (On)
This system value requires users who have *ALLOBJ or *SERVICE special authority to have an additional private authority to the device in order to sign on. QLMTSECOFR limits the power of intruders who manage to gain access to your system.

QMAXSIGN (Maximum Number of Sign-on Attempts)
3
This system value limits the number of sign-on attempts at a workstation. Assigning QMAXSIGN a small value sign value gives a would-be hacker only a few tries to guess a password. The more tries you give intruders, the more likely they are to succeed.

QMAXSGNACN (Maximum Sign-on Action)
3 (Disable the display device and user profile)


After the maximum number of failed sign-on attempts, the system should disable both the display device and user profile. This system value, combined with QAUTOVRT, limits the number of times a hacker can attempt to guess your users' passwords.

QRETSRVSEC (Retain Server Security)


0 (Don't allow decryptable passwords)


Some AS/400 applications let you save decryptable passwords on your AS/400. Although decryptable passwords aren't AS/400 user profile passwords, decryptable passwords are inherently less secured than one-way encrypted passwords. If you have no need to store decryptable passwords, set this value to 0.

QUSEADPAUT (Use Adopted Authority)
Name of an authorization list whose public authority is *EXCLUDE


If an intruder accesses your system and compiles a program, you don't want the program to be able to inherit the authority of a powerful user.

 If you need SNA connections: 

System value
Recommended setting
Rationale

QINACTITV (Inactivity Time-out Interval)
30 (minutes)
Set this system value to a reasonably small number; don't give an intruder time to use your system while you go out for lunch.

QINACTMSGQ (Inactivity Message Queue)
*ENDJOB
If the job has been inactive for the length of time specified in QINACTITV, make hackers sign on again if they want to reuse the same user ID.

QRMTSIGN (Remote Sign-on Value)


*REJECT (preferably) or, if necessary, *FRCSIGNON or *VERIFY
The best choice is to not allow passthrough at all. But if you must, then make the intruder provide a valid user ID and password, or at least require that the passwords be the same on both the target and source machines.

Write Secure Web Applications

The IBM HTTP Server for AS/400 gives you another layer of defense by providing the following mechanisms:

· directives within the configuration file that provide access control to Web server resources

· separation of who can access HTML source and CGI-BIN programs

· Secure Sockets Layer (SSL)
Denial-of-Service Attacks

A denial-of-service attack is one that attempts to make your system unavailable for its intended purpose. One type of denial-of-service attack is mail spamming, in which an attacker floods your system with so much invalid e-mail that the AS/400 has no time left to serve Web pages. 

Another type of denial-of-service attack could occur if you enable Telnet and leave system value QAUTOVRT set at a value other than 0. In this case, a hacker could repeatedly sign on to your system and create hundreds of thousands of virtual devices, filling up your storage.

Denial-of-service attacks can be difficult to defend against. Because they come in many forms, they require defenses at different points in your network. OS/400 has changed its IP stack and some of its TCP/IP applications to better defend against some denial-of-service attacks. 

Other attacks are better defended against farther out in your network, such as at your firewall or router. When you choose a firewall or router vendor, ask the vendor about the product's denial-of-service features.

Your system can never be 100 percent safe from denial-of-service attacks, because intruders continually create new types. The important thing is to have enough monitoring in place to be able to detect when a denial-of-service attack is occurring and to have a plan for thwarting such an attack.
